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M3meHa nHctanauunja WEB ceptudmkata

N3PAONO: OArOBOPAH 3A MNMPUMEHY: OJ0OBPUO:
AOMUHWCTpaTOp
nNporpamcke noapuike HayenHvk ogenera NomohHuWK anpekTopa
PagHo mecTo PagHo mecTo PagHo mecTo
Yacnas Cnacuh [paran LWob6oTt Mapko Meesnh
Motnuc Motnuc Motnuc
JOOCTABJBEHO:

Uvek aZurnim programima, uputstvima za instalaciju, korisnickim uputstvima, sertifikatima, drajverima za
Citace kao i dokumentaciji za podnosenje Zahteva i Ugovora —
uvek moZete pristupiti i preuzeti na nasim adresama:

VPN konekcijom na https://ispp.mfin.trezor.rs u izboru ,,Uputstva”
www.trezor.gov.rs u izboru ,Projekti trezora — ISPP"



http://www.trezor.gov.rs/
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2.Priprema WEB servera

Kada se povezete VPN konekcijom....

...pozvati Internet Explorer (32 bitni) - cak i ako radite pod 64.bitnim operativnim sistemom

Pristupom preko adrese htips: .mfin.trezor.rs
moZete poceti pripremu WEB servera
KKk kK kK kK kK kK Kk KK KKK Kk kK kKKK kK kK KKk Kk kKK
Korisnici sa servisom 2.
posle ove pripreme NE MORAJU da rade tacke 3. i 4 . instalacije

2.1 Smestanje adrese https://ispp.mfin.trezor.rs u Trusted sites

Ubacite instalacioni CD u jedinicu....

Iﬂ_{j htkps: jfispp.mfin.trezor . rslisppplusfinde:. cfm ,C"LI % -

Edit  Wiew  Fawvorites Tools  Help

@d Lt mfin_ispp T Trezor Dele_te browsing_ history. .. CtrI+Sh?Ft+De|
InPrivate Browsing Ckrl+Shift+P
Tracking Prokection, ..
» Activex Filkering
- : j Firx conmection problems. ..
—'m_ Reopen last browsing session
Add site to Skark menu
Yiew downloads Chrl+3
MuHMcTaEpecTES hMHaEHoH|a& Fop-up Elocker b
¥npaga 3& Tpesop SmarkScreen Filker L

e Manage add-ons

o nama w Compatibility Wiew

ohavestenja iZompatibility view settings

uputstva Subscribe bo bhis Feed., .
kontakti Feed discowversy:
servisi windows Update

upiti u Sifarnike ;

F1Z developer toals

onelake Linked Mokes

imenik UT

— Send to Onefote
opstine
sedista UT Internet opkions

Izabrati Tools, Internet options, Trusted sites pa Sites



https://ispp.mfin.trezor.rs/
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——
e e I{"‘.,"E https: | fispp. mfin.trezor . rsfisppplusinde:, cfm SO "I % |
File Edit Wiew Fawarites Tools Help

[incernet ptions ETEY

General  Security IPri\.-'acw,.-' I Conktent I Canneckions I Pragrams I Adwvanced I

>,

Select a zone Lo wview or change security settings.

& e

Internet Local inkranet Restricked
sites
Trusted sites 5
. . : Sites I
\f This zone conktains websites that wou

trust nok ko damage wour computer ar
wour Files.,
You hawve websites in this zone,

— Security lewel For this zone

Custom
Zuskom sekkings.
- Ta change the settings, click Cusktom lewvel,
- To use the recommended settings, click Default lewel.

[+ Enable Protected Mode (requires restarting Internet Explorer)

Cuskom lewvel. .. I Default lewvel I

& A s I{‘.{I https: ) fispp. mfin. trezor, rsfisppplus findes, cFm }:"ﬂ %

File Edit Wiew Favorites Tools  Help

Internet Options | F]
Trusted sites x|

¢ ¥ou can add and remove websites from this zone, &l websites in
Tl this zone will use the zone's security setkings,

add this website ko the zone:

Websites:

htkp: ffeusluge. euprava, gov.rs ﬂ Remoye |

http: ffonline.infostan,co.rs
https://10.35.3.66
https:febankweb . kombank. com

=
| S ISR P | SS— = R Sy

IV Require server verification (https:) For all sites in this zone

Close |

Uneti adresu https://ispp.mfin.trezor.rs

polje Require server verification (https:) for all sites in this zone — mora biti cekirano !

kliknuti na Add pa na Close


https://
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2.2 Instalaciia WEB_sertfikata

Svi aZurni SERTIFIKATI (ako vam CD nije aZuran) potrebni za rad ISPP-a nalaze se i na sajtu
WEB servera_https://ispp.mfin.trezor.rs, odakle se po potrebi mogu skinuti iz
~Uputstava — ISPP_sertifikati.zip"

Instalacija se radi na slededi nacin:

Desnim klikom na fajl ISPP_Cert_05122014.p7b, (u ,ISPP sertifikatima™ na CD-u)

klikni na Install certificate:

Certificate Import Wizard S

Welcome to the Certificate Import

Wizard
e This wizard helps you copy certificates, certificate trust
= };‘ lists, and certificate revocation lists from your disk to a
V= =y certificate store.

-
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

[ Mext > ]l Cancel

klikni na " Next”
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ertificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store
Certificate store:

Learn more about certificate stores

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User il AL d o= gililed
PKICS #7 Certificates
D:Ymarinama\Docume
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Security Warning

You are about to install a certificate from a certification autharity
(CA) daiming to represent:

PSICARQOT

Windows cannot validate that the certificate is actually from
"PSICAROOT", You should confirm its origin by contacting
"PSICAROCT", The following number will assist you in this process:

Thumbprint (sha1): 214F357A 548 7C0EA E40BCS35 A30224D4
4BE11151

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you didk "Yes™ you

Do you want to install this certificate?

Security Warning

‘You are about to install a certificate from a certification authority
(CA) daiming to represent:

mfinPSICASO1

Windows cannot validate that the certificate is actually from
"mfin-PSICASO 1", You should confirm its origin by contacting
"mfinPSICASO 1", The following number will assist you in this
process:

Thumbprint {sha1): DBFOEF 17 FOSSBDT0 A3945 15E DA 1CA3S
EC3F2091

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Instaling a certificate with an
unconfirmed thumbprint is a security risk. If yvou dick "fes™ you

Do you want to install this certificate?
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You are about to install a certificate from a certification authority

! v (CA) daiming to represent:
ispp.mfin. trezor.rs

Windows cannot validate that the certificate is actually from
“ispp.mfin. trezor.rs”. ¥ou should confirm its origin by contacting
“ispp.mfin.trezor.rs”. The following number will assist you in this
process:

Thumbprint (sha 1): BO3AB8210 FB538%973 CEQ009150 DO 169944
420F0107

Warning:

If yvou install this root certificate, Windows
any certificate issued by this CaA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you dicdk ™res”™ you
acknowledge this risk.

Do you want to install this certificate?

Yes

will autornatically trust

[ ——

3

klikni na “Yes”

Certificate Import Wiza
':0:' The import was successful.

x|

klikni na “"OK"”

Prilikom PRVE instalacije - sve slike , Security Warnings" za sertifikate

se MOGU ali i NE MORAJU pojaviti !

VaZno je da nakon instalacije u , Trusted Root Authorities" postoji sertifikat ,,PSICAROOT"

x|

Intended purpose: I{AH}

" Intermediate Certification Authorities | Irusted Root Certification Authorities l Trusted Publ4 | *

=l

nlPosta Ca Root Z0/10/2025

Posta 8 Rook
PSICA, T

Truskwave

Issued To I Issued B I Expiratio. .. I Friendly Mame I AI
_.?JMichSDFt Rook Cert,.. Microsoft Rook Certifi. . . Z2I3IeZ035 Microsoft Rook ...

ErlMicrosoft Rook Cert... Microsoft Root Certifi. .. ZE2I3I2036 Microsoft Rook C. ..
ErlMicrosoft Rook Cert... Microsoft Root Certifi. .. 221312036 Microsoft Rook C. ..
_.-:.;J MO LIABILITY A, MNO LIABILITY ACCEP... gj1/z004 WerisSign Tinme Sk...

Posta & Rook

gl SEcureTrusk Ca SecureTrusk Co 311122029

_..:;J Starfield Class 2 Ce... Starfield Class 2 Certi. .. 29/6 2054 Starfield Class 2 ...

_.?J Starfield Rrook Cerki,..  Starfield Rook Certific., .. 11720368 Starfield Fook C., ..
o . R o T, B, . e

[

Impork, .. I Expork... Rermnowe

Advanced I

Zertificate intended purposes

=hll=

Wigm I

Learn more about certificates

Close

Na ovaj nacin instaliran je WEB sertifikat
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2.3 Instalacija Glavnog UJP i Serverskogq sertifikata

Ako radite sa aZurnim CD-om kiiknite na ,,Browse CD" zatim na folder ,ISPP Sertifikat" i onda na
“"UJP Root CA.cer”

x

General | Details I Certification Path I

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: LUJF Root CA

Issued by: UIJP Root CA

Valid from 4. 7. 2004 to 5. 7. 2022

Install Certiﬁmte...l Issuer Statement I

Ok I

/ radite kako je ispod navedeno...

Install certificate; Next; Place all certificates in the following store; Browse; cekiraj Show
phisycal stores;klikni na Trusted Root Certification Authorities";
klikni na Registry; Ok; Next;Finish
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Select Certificate Store

Select the certificate store you want to use.

[#- | Personal

—

Registry
“| Local Computer

¢ 7] Smart Card
Vﬂ | Fnternrize Trust
4

FY
=1L Trusted Root Certification Authorities j

¥ show physical stores

Ok

Cancel |

Sacekajte da se pojavi POTVRDA O INSTALACIJI SERTIFIKATA —

Security Warning

Yol are abouk to install a cerkificate from a certification authority

l Y (CA) claiming to represent:

UIJP Rook Z4a

Windows cannok walidate that the certificate is actually From "UIP
Rook CA", wou should confirm its origin by contacking "JJP Rook
A", The Fallawing nurmber will assist wau in bhis process:

Thurnbprink (shal): 7D322F99 440643554 S46C162C 46017343

16509363

Warning:

If wou install this rook certificate, Windows will automatically trust
any cerkificate issued by this Ca, Installing a certificate with an
unconfirmed thumbprink is a secarity risk, IF wou click "yes" wou

acknowledge this risk.,

Do wou wank ko inskall this certificate?

Yes

S

i kliknite na YES

A zatim i na OK kod obavestenja

Isto uraditi i sa SERVERSKIM sertifikatom...

Mpunpema WEB-a
Bep3uja 3.0
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Ako radite sa azurnim CD-om kiiknite na ,,Browse CD" zatim na folder ,, ISPP Sertifikat" i onda na

Sertifikat za ISPP Server 2014.cer"

Genoral | Details | Certification Path |

= Certificate Informmnation

This certificote is intended for the Following purpose(s):
= Ensures the identity of a remote computer

Issued bo:

Issued by: UJF Root &

walid Ffroms

15-Jan-2014 to 15-Jan-2021

Sertifikat za ISPP server 2014

I Install Certificate. .

I

Install certificate; Next: Place all certificates in the following store, Browse; cekiraj Show

phisycal stores; klikni na plus Personal; klikni na Registry; Ok; Next: Finish

Select Certificate Store

Select the certificate store you want to use.

x|

=] Personal

Registry
Trusted Root Certification Authorities

-

1| Enterprise Trust

~| Intermediate Certification Authorities
I?i 1 Active Directorwv | ser Chiect I
L |

v Show physical stores

o1

Cancel I

Za ovaj sertifikat se NE POJAVLIUJE POTVRDA O INSTALACIJI vec¢ samo obavestenje

Certificate Impork Wizard =

)| The import was successful,

x|

Potvrdite sa OK

11
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2.4 Setovanje svih ActiveX na ,,Enable"

——

Y I{"'.,".L-i htkps: | fispp.mfin.trezar . rsfisppplusfinde:, cFm ,0;' % [a

File Edit Wiew Faworites Tools Help

Internet Options Tl=

| General  Security IPrivacv | Content | Connections | Programs | Advanced |

= Select a zone ko view or change security settings.
Internek Local intranet  Truskted sites Restricked
sites
Trusted sites .
i i ¥ Sites
‘j This zone conkains websites that wou
. trusk nok to damage wour computer or
wour Files,

Yo hawe websites in this zone.

— Security level For this zone

Custon

Zuskom sekkings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default lewvel,

[+ Enable Protected Mode (requires restarting Inkermet Explorer)

| Cuskom lewvel. .. I Default lewvel I

Izabrati Custom level i na svim_ActiveX opcijama cekirati_Enable

e I{".,.‘rt htkps: ffispp. mfin. trezor . rsfisppplus finde:sx . cFm DL” % +

Fil= Edit s Favorites Tools Help

T

Security Settings - Trusted Sites Zone

=

— Sekking=s

|W | Activer controls and plug-ins ;l
LW | Allovs Ackivex Filbering
> Disable
& =
w | Allove previouslky unused AckiveX controls bo run withouk promr
{3 Disable
&> Enakble
w | allove Scriptlets
= Disable
{3 Enable
> Prompk
W | Asutomatic prompting For ackivex conktrols
> Disable
> Enable
W | Binary and scripk behawviors

T Adrainiskeabor anoecnesd =
| | >

*Takes effect after wou resktark wour compuker

— Resek custom sekkings

Resesk ko IMedium (default) - I Resek. .. I

Kliknuti na Ok i izabrati Advanced

12
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2.5 Setovanje polja u "Advanced”

iy o iy o Iﬂ;,‘rf https: fispp.mfin. brezor . rsfisppplusfindes:, cFrm 20 vI % I:

71

seneral I Securikby I FPrivacy I “onkenk I CTonneckions I Programs adwvanced I

Sekkings=s

Enable Integrated Windows authenticaktion™® ;I
Enable memory protection bo help mitigate online aktkacks™
Enable native “MLHTTF suppork

Enable SmartScresen Filcer

Enabl=e Strick P3P Walidakion™

== 551 2.

|
| I
Use SSL 3.
| I
| I

== TLS 1.
== TLS 1.

]
]
== TLS 1.0
1
=

armn abouk o

wy'arm iF changing bebwesen secure and nok secure mode
“Warm iF POST subrmitkal is redirecked ko & zone Ehak does n

- | | »

*Takes effeckt after wou restark wour compuker

FRestore adwvanced setkings I

Feset Internek Explorer sektings

Resets Inktern=kt Explorer's sekkimngs to Eheir deFaulk Resc=k. .. I
condition.

wou should only use Ehis IF wour brove=ser is in an unusable skake.

| kD I —ancel I appl I

Dq,c"'ekirati 3.polje od kraja - Warm about certifikate address mismatch.
Cekirati polja ,SSL" i,, TLS" — ako vec nisu po default-u !
Na kraju kliknuti na Apply | OK
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U opciji "Tools” moZete izabrati "Pop-up blocker” i kliknuti na "Turn On Pop-up blocker” i
potvrditi sa "Yes” ...... izabrati ,Smart Screen Filter" i kliknuti na Smart Screen Filter Turn Off |
potvrditi sa "Yes”

U opciji "Tools” kliknuti na "Compatibility View”

Ako radite sa 64.bitnim Windowsom .
izbor "Enable Protected mode” — morate da DECEKIRATE

Ako radite sa 32.bitnim Windo wsom_
izbor "Enable Protected mode” — moZete da CEKIRATE

Ako radite sa Windowsom 7 Ultimate .
izbor "Enable Protected mode” — morate da DECEKIRATE

Izadite iz "EXPLORERA”, uradite "REFRESH” pa ponovo pozovite

https://ispp.mfin.trezor.rs

Ako radite sa "IE 8, IE9 ili novijim” onda bi morala da se pojavi ikonica "KATANAC” i u
statusnoj liniji pored — zeleno cekiranje — tako da je sve je uredu !
Adresu smestite u "FAVORITES” ili napravite ikonicu na desktopu radi lakseg pozivanja "ISPP+” sajta

XK kX ok Kk e K ok K X kX ok Kk e kK ok K X kK ek e ok K ke K ok Xk ke kK X ok ke ke kK ok ok k kK Kk kK ok Kk kk
dalji rad.......

Korisnici koji su zahtevali i Zele " SERVIS 2”

OVIM SU ZAVRSILI PRIPREMU WEB SERVERA I NE MORAJU DA RADE NISTA VISE!!!
Fe e e He e A He e Fe e Fe e He e Fe He e e e He e He e He e K He e He e e e He K Fe e K He e e K Fe e K He K He K Ao K Fe e K He K He K K

a korisnici koji su zahtevali i Zele " SERVIS 3”

— PLACANJE (RAD SA KARTICOM I CITACEM)

....... MORAJU prvo da urade ,,3.Instalacija — Unos naloga" i "4.Priprema —Unos naloga" kako bi
tek onda mogli da se ,,autorizuju" sa karticom (uz upotrebu citaca) ali i da rade sa programom

~Unos naloga".....

Korisnici koji su imali instaliran program , Unos naloga" —
NE MORAJU TO DA RADE - jer imaju sve vec instalirano odranije!

14
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