                         Упутство за инсталацију сертификата

[bookmark: _GoBack]Сертификати које је неопходно инсталирати налазе се на сајту Управе за трезор у делу Сервиси-ЕСПП-Остале датотекеЕСПП сертификати.
Потребно је отпаковати фајл.
Након отварања сертификата, добићете прозор на ком је неопходно кликнути Install Certificate…
[image: ]









Приказаће се форма Cerificate Import Wizard.
Идите потом на Next два пута.

[image: ]
                              [image: ]
Затим изаберите Finish као што је приказано на сликама.
[image: ]


Инсталација сертификата је завршена када се прикаже форма Cerificate Import Wizard као потврда успешног инсталирања.
Кликните на поље ОK.
[image: ]
Овим је процедура инсталирања сертификата завршена.
Поступак инсталације је идентичан за све сертификате.

Уколико вам је сајт Управе за трезор недоступан, сертификатима можете приступити на следећи начин.
Инсталација сертификата коришћењем Google Chrome 

Појавиће се упозорење, наставите на Advanced.
[image: ]
Затим на Proceed to espp.trezor.gov.rs(unsafe), који се налази на дну екрана.
                       [image: ]
У горњем левом углу, кликните на Not secure.
[image: ]
                                    [image: ]
Изаберите опцију Certificate, појавиће се порзор као на слици у наставку:
                                
Даље је потребно пратити кораке од поглавља: Инсталација сертификата.
Инсталација сертификата коришћењем FireFox-a


Потребно је изабрати опцију Аdvanced, a затим view Certificate.
                                    
                                   
Изабрати details a потом export…
                   [image: C:\Users\nada\Documents\Snagit\SNAG-2062.jpg]
Сачувајте espp_trezor_gov_rs.crt на жељену локацију.
Двокликом на espp_trezor_gov_rs.crt отвориће прозор као на слици:
                                   [image: C:\Users\nada\AppData\Local\Microsoft\Windows\INetCache\Content.Word\SNAG-2065.jpg]
Даље је потребно пратити кораке од поглавља: Инсталација сертификата.
Инсталација сертификата коришћењем InternetExplorer-a

Потребно је изабрати опцију Continue to this website (not recommended)
У горњем десном углу кликом на certificate error oтвориће прозор на слици.
                                   
Изабрати view certificates
                                     [image: C:\Users\nada\AppData\Local\Microsoft\Windows\INetCache\Content.Word\SNAG-2065.jpg]
Даље је потребно пратити кораке од поглавља: Инсталација сертификата.
[bookmark: instalacija]                                  Инсталација сертификата 

Идите на таб Certification Path (потребно је инсталирати све сертификате).
[image: D:\Posta\New folder\SNAG-2038.jpg]

Изаберите таб Details и кликните на поље Copy to File.
[image: ]
Приказаће се форма Certificate Export Wizard. За наставак притиснути Next.

[image: ]
Опет изабрати опцију Next.
[image: ]

Појавиће се форма у коју треба унети изабрано складиште сертификата. Кликните на Browse и напишите име сертификата (пример root). Сачувајте кликом на Save a затим наставите на Next (cлике се налазе у на ставку).
                    [image: D:\Posta\New folder\SNAG-2023.jpg]

            [image: D:\Posta\New folder\SNAG-2043.jpg]

	

Добићете обавештење да је сертификат успешно експортован.

                                           

Следећи корак је да идете на путању, на вашем рачунару, где сте претходно сачували сертификат. Кликните на њега.
Након отварања сертификата, добићете прозор на ком је неопходно кликнути Install Certificate…

                                   [image: ]
Приказаће се форма Cerificate Import Wizard.
Идите потом на Next два пута а затим на Finish као што је приказано на сликама. 

[image: ]
                    [image: ]



[image: ]


Инсталација сертификата је завршена када се прикаже форма Cerificate Import Wizard као потврда успешног инсталирања.
Кликните на поље ОK.
[image: ]
Овим је процедура инсталирања сертификата завршена.
Поступак инсталације је идентичан за све сертификате. Вратите се на прозор у наставку и изаберите сертификат mfin-PSICASO1 за инсталацију.
                                [image: D:\Posta\New folder\SNAG-2038.jpg]
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& & Centfcate Import Wizard

CertificateStore
Certficate stores are system areas where certficates are kept.

Windows can automaticaly select a cerfficate store, or you can specify 2 location for
the certiicate,

(® Automatically select the certficate store based on the type of certificate.
(OPiace all certificates in the following store

Centficate store:

Bromse...
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Completing the Certificate Import Wizard

The certficate wil be imported after you cick Finish.

You have spefied the folowing settings:
‘Automaticaly determined by the wizard
Certficate

3abopzemena n0MHKG..

pHAHCIA

fpomer eCTIN npeacrassa web anawkauwjy Koja ovoryhasa
32 KpevIpatse HaNOra, BepUONKaLIY 1 MpOCnENEatse Kanoray.
1 TIDEren DOMeNa 10 PauyHUMA U MPEYZMMaFse V38042

W noankky

[Dpyjzea]

MIHCIZpCTEO OMHaHCHja - Ypasa 3a Tpesop © 2015-2019 (test migracia na vs2017) | wiwirezor.gov.rs
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[Dpyjzea]

P -
EMYB/IMKA CPEMIA

‘This certificate is intended for the following purpose(s): IMHUCTAPCTBO GUHAHCHIA
«Ensures the identity of a remote computer MPABA 3A TPE3OP

{nownn

 Cepaic nnarHor npomeTa eCriN npeacTaeska web annwkaLuy Koj oworyhasa
Y2 JaEx CpeaCTaEa Kpeuparse HNor, BepHOMKaLIy 1 MpoCnElneatse Hanoray
Issued to: tswespp.min.rezor.rs ETem, yeWa  CTatse 1 MDEren MDOMEH 110 PAUYHUMA U MPEYSHMaFse V38042

I KOPUCHIIKA
Issued by: mfinPSICASOL

KOPHCHVUKO UME U 03UHKY.

Valid from 01.12.2020 to 01.12.2021 -

s

banor: Certficate Import Wizard x

L]

3aopzamena n0HKG..

MUHICTSPCTE OUHaHCYja - Yipasa 3a Tpesop © 2015-2019 (test
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<« C A Notsecure | espp.trezor.gov.rs

Your connection is not private

Attackers might be trying to steal your information from espp.trezor.gov.rs (for example,
passwords, messages, or credit cards). Leamn more

NET:ERR_CERT_COMMON_NAME_INVALID

(O Help improve security on the web for everyone by sending URLS of some pages you visi,limited
system information, and some page content to Google. Privacy policy
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<« C A Notsecure | espp.trezor.gov.rs

Your connection is not private

Attackers might be trying to steal your information from espp.trezor.gov.rs (for example,
passwords, messages, or credit cards). Leamn more

NET:ERR_CERT_COMMON_NAME_INVALID

(O Help improve security on the web for everyone by sending URLS of some pages you visi,limited
system information, and some page content to Google. Privacy policy

This server could not prove that it is espp.trezor.gov.rs; its security certificate does not
specify Subject Alternative Names. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to espp.trezor.gours (unsafel
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A Not secure | espp.trezor.gov.rs/Account/Login.aspx?ReturnUrl=%2f

> PEMYB/IMKA CPBUIA

£d MUHUCTAPCTBO GUHAHCHIA
¥ YNIPABA 3A TPE3OP

Jospogownu

ENEKTDOHCKY CEPEUC aTHOT npomeTa eCrIM npeacTasa web anavkauy Koja oworyhasa
KODUCHHLAMA JaSHHX CDEACTEBE KDEHPEKE HENOTS, BEPHOHKALUY W NPOCTENEarse Hanora y
FUTaTHN CUCTEM, YEWAY CTarbe W MDETNE MPOMENE IO PaUYHIINa 1 MDEY3MAKE U3E0.

TTPVIABA KOPUCHIIKA
YHECHTE KOPHCHUKO MMe 1 703WHKY

KOpHCHALKO Me:

Towuka:

Cauyeaj wanor

3a6opaemena noaukG

MVHICTapCTE0 OUHaHCH]a - Yipasa 2a Tpesop © 2015-2019 | www.irezor.gov.rs
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AINGHSEClre) espp.trezor.gov.rs/Account/Logi

x
Your connection to this site is not secure

You should not enter any sensitve information on this
site (for example, passwords or credit cards), because
it could be stolen by attackers. Learn more

You have chosen to disable security warnings for this
site. Re-enable warnings

B Certfcate (nvalic)
@ Cookes (2 in use)

B Sie settings

.as




image10.jpeg
General  Details  Certfication Path

- J——

This certificate is intended for the following purpose(s):
«Ensures the identity of a remote computer

Tssued to: espp.trezor.gov.rs

Tssued by: mfinPSICASOL

Valid from 01.12.2020 to 01.12.2021

Issuer Statement
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c @

@ https://espp.trezor.gov.rs/Account/Login.aspx?ReturnUrl=%2f

[

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to espp.trezor.gov.rs. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Leam more..

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust espp.trezor.gov.rs because its
certificate issuer is unknown, the certificate is self-signed, or the server is not sending the correct
intermediate certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Accept the Risk and Continue

] Report errors like this to help Mozilla identify and block malicious sites
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Certificate Viewer “esppirezor.govirs”
General Details

Could not verify this certificate because the issuer is unknown.

Issued To
Common Name (CN)
Organization (0) Uprava za trezor
‘Organizationsl Unit (OU) Ministarstvo finansija

Serial Number 3079:4229.00:07:000002:69
Issued By

Common Name (CN)  min-PSICASOT
Organization (0) <Not Part Of Certficate>

‘Organizational Unit (OU) <Not Part Of Certificate>

Period of Validity
Begins On Tuesday, December 1, 2020
Expires On Wednesday, December 1, 2021
Fingerprints

‘SHA-256 Fingerprint

TDHETF2I0TBCA21:206F 8228 TC:S0:D0E33T:082F427D.

SHAT Fingerpri
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Cerificate Viewer: “espptrezor.gov.s”

General Details

Certificate Hierarchy

espptrezor.govrs

Certificate Fields

~ espprezorgours
+ Certifcste
Version
Seral Number
Certiicate Signature Algorithm
Issuer

Validity

Field Value
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Save Certificate To File x

« “ 4 (1> ThisPC » Documents > Espp v 0] | searchEspp »

Organize v Newfolder
Documents # A Name Date modified Type Size
iy |
CThes 4
M
11 security
[ snagit
11 Viber v I >

. rm—— 7]
Save as type: | X509 Centificate (PEM) ("t pem) |

e s o]

Notems match your search.
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General  Details  Certfication Path

- J——

This certificate is intended for the following purpose(s):
«Ensures the identity of a remote computer

Tssued to: espp.trezor.gov.rs

Tssued by: mfinPSICASOL

Valid from 01.12.2020 to 01.12.2021

Issuer Statement
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& Certficate Error: Navigaion Bocked | |

@ THore YA probleniwith S webSTa STy feartif cate

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
© Click here to close this webpage.

& Continue to this website (not recormmended)

© More information
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@ Untrusted Certificate

‘The security certificate presented by this
website was not issued by a trusted
cerificate authority.

“This problem might indicate an attempt to
fool you or intercept any data you send to
the server,

We recommend that you close this webpage.

About certificate errors

View certficates.
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n | Certificate

General  Detais Certification Path

Certicate status:

View Certficate

certfiate 5 OK.
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i Certficate

Genersl Detalls  Certfication Path

Vaue "
v

4069 190cccaB7426TD1105...
sha2SeRSA

shazss

PSICAROOT

petak, 13, januar 2017 11:05:53

subota, 27. januar 2024 14:2...

=,
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& Certificate Export Wizard

Welcome to the Cer

icate Export Wizard

This wizard helps you copy certifcates, certficate trustlists and certficate revocation
lists from a certficate store to your disk.

A certiicate, which i ssued by a certication authorty, s @ confirmation of your identity
and contains information used to protect data or to estabish secure network.
connections. A certficate store i the system area uhere certficates are kept.

To continue, cick Next.
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<«

& Certificate Export Wizard

Exvort File Format
Certficates can be exported in a varity of fie formats.

Select the format you went to use:
©DER encoded binary 1,509 (.CER)
(OBase-64 encoded X.503 (.CER)

O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P76)
Inclue al ceticates i the certfication path f possible

Personal Information Exchange -PKCS #12 (PFX)
Inciude all certificates n the certficaton pathf possible

Delete the private key f the exportis successful
Export al extended properties
Enable certficate privacy

Microsoft Seralzed Certficate Store (.SST)
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& & Certificate Export Wizard

Fileto Export
Specify the name of the fie you want o export

Next





image23.jpeg
AL ThisPC > Data (D) » espp v[o] [ seachespp »
Organize v Newfolder %)
] Pictures A Name . Date modified Type
B Videos 5l espp.cer 021220201435 Security C:
i Windows X(C) | i sub.cer 021220201438 Security C
D@ v < >
Flename oot
Save astype: | DER Encoded Binary X509 (.cer) ~
~ Hide Folders Sove Cancel
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& & Cenifcate Export Wizard

Fileto Export
Specify the name of the fie you want to export

DrlesppVoot.cer | e

[ Net | [ concel
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Certficate Export Wizard X

The export was successful.
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n | Certificate x

General Details Certfication Path

|| certicate 1formation

This certificate is intended for the following purpose(s):

« Allissuance poliies
« Al appication polces

Tssued to: PSICAROOT

Tssued by: PSICAROOT

Valid from 13.01.2017 to 27.01.2024

nstall Cetifcate...| | T560er Statement
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[Dpyjzea]

Welcome to the Certificate Import Wizard

This wizard helps you copy certifcates, certficate trustlists, and certficate revocation
fists from your disk to  certicate store.

A certficate, which i issued by a cerbication authority, is a confirmation of your dentity ipomeTa eCrIN npeacraga web annwkaLuy Koja oworyhasa
and containg information used to protect data or o estabish seaure network
connectons. A cetfcate store s the system area where cer ficates are kept. 2 Kpeuparee Ha/0ra, BEPUONKaLY U MpoCTeBatse Hanora y
pEr7ien MPOMEHa 110 PAYHIMA U MPEY3MMaFsE V38042
Store Location
@ Current User
Oltocal Machine W nosumKy
To contiue, cickNext.

3abopzamena n0MHKG..
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