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CekTop 3a MH(OpPMaLMOHE TEXHOOMUjEe VPN za XP,, W7
Mpojekat : NCIM nnyc Bep3uja 3.0
EBMAEHLIMIA MAHUX USMEHA

OATYM Onnc N3MEHE noTnuc
1.11.2013.. r. Bep3vja 3.0

MpunaroheHo HOBOM MHCTanauuoHom L-y, 32. n 64.6uTHUM
Windows onepaTuBHUM cucTeMnma

N3PAANO: OAroBOPAH 3A MNMPUMEHY: OAOBPUO:
AaMUHUCTpaTOop
rnporpamcke noapLike HadvenHuk ogenena MomohHKK aAnMpekTopa
PagHo mecTo PagHo mecTo PagHo mecTo
Yacnas Cnacuh [paran LWob6oTt Mapko Meesnh
MoTnuc MoTnuc MoTtnuc
JOOCTABJBEHO:

Uvek aZurnim programima, uputstvima za instalaciju, korisnickim uputstvima, sertifikatima, drajverima za
citace kao i dokumentaciji za podnosenje Zahteva i Ugovora —
uvek moZete pristupiti i preuzeti na nasim adresama.

VPN konekcijom na https://ispp.mfin.trezor.rs u izboru ,,Uputstva™
www.trezor.gov.rs u izboru ,Projekti trezora — ISPP"



http://www.trezor.gov.rs/
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Mpojekat : UCMM nnyc

VPN za XP,, W7

Bep3uja 3.0

1.Uputstvo za izradu VPN konekcije za XP ili Windows7

Ubacite instalacioni CD u jedinicu

Uvod

Instalacija

SIS IR WO

9.
10. Zakapa haze

Potrazi pomoc

Browse CD

Vlasnistvo Uprave za irezor-sva prava zadrzana-verzija 3.0-2013

Instalacija VPN:

Install NET Framework 1.1

Install NET Framework 1.1 sp1 (Redst)
Install hoifix
Install MDAC
Install WSE 1.0 spl

Install "Unos naloga"™
Install “Unos naloga™ sp2
Regisiracija_Scard2Weh.dll

11. Instalacija C.C:

Raditi sa ADMINISTRATORSKIM pravima !

Uputstva za instalaciju 1.11.2013
1. VPN za XPili Windows 7
2. Priprema WEB servera
3. Instalacija - “Unos naloga"
4. Priprema - "Unos naloga™

la. Install VPN 64
1. Install VPN 32

1la. Install C.C. 64
11. Install C.C 6.0_spl 32

OBAVEZNO PROCITAJTE!

Poseti WEB siranu irezora

UPRAVA ZA TREZOR

EXIT

i kada se "autorun-uje” - pokrenite izvodenje programa klikom na

tacku...1.Install VPN_32 za korisnike sa 32. bitnim operativnim sistemima

ili

la.Install VPN_64 za korisnike sa 64. bitnim operativnim sistemima
(pokrece se vpnclient-winx64-msi-5.0.07-0440-k9.exe)

primer je za

1.Install VPN_32

(isti je postupak i za instalaciju 64 bitnog VPN klijenta)
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VPN za XP,, W7

v “when done unzipping open:

Mpojekat : UCMM nnyc Bep3uja 3.0
U folderu VPN pokreée se program - run vpn_5.0.04.0300.exe
x|

To unzip all filez in wprowein_ 5004 0300, exe to the Urzip I
zpecified folder press the Unzip butkorn.

Fun wirZip |
Urnzip to Falder:
Ilsers"-.l:abih-'l‘-.ppD atasLocal~Temp Browvaze. .. I Cloz= I
v DOwersrite files without prompting N I I

Sevpnclient__setup. exe

Kliknuti na Unzip

WinZip self- Extractor KI

12 file{s) unzipped successfully

i'-.E‘ Cisco Systems VPN Client 5.0.04.0300 Setup

Kliknuti na OK

Welcome to the Cisco Systems
VPN Client 5.0.04.0300
Installation Wizard

It iz ztrongly recommended that you exit all Windows programs
before running thiz setup program.

Click Cancel to quit the zetup program, then cloze any programs
vou have running. Click Mest to continue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

nauthorized reproduction or distribution of this program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum extent possible under law.

N (=l

< Black I Mext » I Cancel

Kliknuti na Next
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Mpojekat : UCMM nnyc Bep3uja 3.0

i Cisco Systems VPR Client 5.0004.0300 Sebup

License Agreament
r'ou gt agree with he license agreement below o procesd.

ol K

|

Client Software License Agreement of Cisco Syslems

THE S0OFTYYARE TO WHICH %0U ARE REQUESTIMNG ACCESS IS5 THE
PROPERTY OF CISCO SY'STEMS. THE USE OF THIS SOFTWARE 15
GOVERMED B% THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "~ES™ ON THIS SCREEMN, Y0L
IMDICATE THAT %OU AGREE TO BE BOUND BY THE TERME AND
COMDITIOMS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AMD CONMDITIOMNS CAREFULLY BEFORE CLICKING ON "“'ES".

IF %0U D0 MOT &&REE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICE “"NO* ON THIS SCREEN, IN WHICH CASE 0L

WILL BE DEMIED ACCESS TO THE SOFTYWARE. =

" | accept lhe icense sogreement
i | do not aceapk he licenss apneemsnt

Fes=l | < Back | Heul > I Cancel

Izabrati, I accept the license agreement i kliknite na Next

jif Cisco Systems VPN Client 5.0.04.0300 Setup =] =]

Destination Folder

Select a folder where the application will be installed. f
y =

f.l

The Wize |nztallation wizard will inztall the filez for Cisco Systems WPM Client
500040300 in the following folder.

Toinstall into a different folder, click the Browse button, and zelect another folder.
Y'ou can chooze not to install Cizco Spsterns WP Client 5.0.04.0300 by clicking Cancel
ta exit the Wize Installation YWizard.

C:%Program FilezhCizco SysterngWWPM Client Broweze |

" [Deztination Folder

¢ Back I Meut > I Cancel

Kliknuti na Next i jos jednom Next
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it Cisco Systems VPN Client 5.0.04.0300 Setup i ] |
Updating System 6
The features you selected are currently being installed. -
B ™S

Time remaining: 49 secaonds

Cancel

Sacekati.....

{i# Cisco Systems VPN Client 5.0.04.0300 Setup o ] B

Cisco Systems VPN Client
5.0.04.0300 has been
successfully installed. I

Click the Finish button to exit this installation.

<Back [ Finsh | | Concel |

Kliknuti na Finish
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Zatim uradite restart - kliknite na YES

jii Installer Information b

f'ou muzt restart pour system for the configuration changes made
bo Cizco Systems VPN Clent 5.0.04.0300 to take effect. Click
=" YYeg to restart now ar Mo if pou plan to restart manually later,

fes Mo

U "programima" pronadite Cisco Sistems VPN Client ikonicu VPNClient,
postavite je na desktop i kliknite na nju

]

Control Panel
Windows Update
XPS Viewer
- _ Devices and Printers
| ACcessories
. Administrative Tools Default Programs
Administrative Tools 2
€5y Set MTU
& VPN Client | Help and Support
1 Back Run...
Search programs and files P2} Shutdown | hl

Pokrenite Cisco VPN klijent i izaberite opciju ,New”,
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Mpojekat : UCMM nnyc Bep3uja 3.0
# status: Disconnected | VPN Client - Version 4.8.02.0010 E||E|E|

Connection Entries  Skatus  Certificates Log Options  Help

5%5 7] ﬁig Eﬁ] i;ﬁ e

Cannect e Impart b odify Delete CISCO
{ ‘ Certificates 1 Log 1

I Contection Entry J Host Tranzport ]

Mot connected.

nakon Cega se dobija sledeéa slika.

« VPN Client |

Create New VPN Connection Entry

Connection Entry: "

- etfoen]e,
Description: | CISCO

Host: l

Authentication ITtansport I Backup Servers I Dial-Up I

e Group Authentication ¢ Mutual Group Authentication

Name: |

Password: I

Confirm Password: [

¢ Certificate Authentication

MName: I L]

Send C& Certificate Chain

Erase User Password

Save Cancel l

Slika 1. Dijalog za nove konekcije
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Samo za ,,VPN - Pravosudne organe" !!!

U polja Connection Entry, Host, Name, Password i Confirm Password unesite podatke
koje ste dobili iz Pristupnog naloga.Nakon obavljenog unosa parametara kliknuti na "Save”
Zatim klikom na "Connect” uspostavijate vezu sa internet cvorom Uprave za trezor
Za pomo¢ obratiti se MiloSu Rodiéu (e-mail: milos.rodic@ns.os.sud.rs )

*xxx*x*x*x*x**Ostali VPN korisnici rade sledece....*******

U polje ,Connection Entry” unesite ,ISPP"

U polje "Host” unesite adresu koju ste dobili iz Pristupnog naloga

U polje "Name” unesite "ISPP”

U polja "Password” | “Confirm Password”unesite lozinku_koju ste dobili iz Pristupnog naloga.
Nakon obavljenog unosa parametara kliknuti na "Save”

Zatim klikom na "Connect” uspostavljate vezu sa internet c¢vorom Uprave za trezor.

# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Connection Entries  Status  Certificates Log  Options  Help

: £ =
gﬁ %} g ol I el I I
Connect Mew Impart Fadify Dielete CISCO
C l Certificates l Log ]

| Connection Entry | Host Tranzport |
ISPP IPSec/UDP

Mot connected,

slika 2. Osnovni dijalog Cisco VPN klijenta
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...ukoliko se pojavi greska.....

Korisnici koji imaju Cisco i Proxy zastitu — moraju omogquditi izlaz za VPN _konekciju !

# YPH Client

i Secure WP Conneckion berminated locally by the Client,
\I) Reason 412: The remote peer is no longer responding.

iConnection terminated on: avg 23, 2011 12:02:29 Curation: 0 daw(s), 00:00,00

Ako Vam se pojavi ovakva slika — Vasa zastita ne dozvoljava izlaz VPN konekcije !
Vas administrator mora da ,,otvori portove" — 500, 4500 i 10000 na ,,router-u" ili se
za pomo¢ obratite ,,Centru za komunikacionu infrastrukturu" tel. 011/2927 555

ili na e-mail: mreza@trezor.gov.rs

MozZete da koristite i uputstvo
~K.Uputstvo Cisco VPN Client" u folderu ,,Obavezno procitajte"

# VPN Client |

i Secure WPM Connection terminated locally by the Client.
\\l) Reason 403: Unable to contact the security gateway.

Connection terminated on: jan 21, 2012 11:52:13 Duration: 0 day(s), 00:00.00

Ukoliko Vam se pojavi ova greska - verovatno Vam je ,lokalna mreza" bila , disconnect" !
Uradite ,,connect" lokalne mreze i tek tada kliknite i na ,Connect" VPN -a

Ukoliko se obavi uspesno povezivanje, pojavi¢e se forma za unos (slika 3)
VPN korisnickog imena i lozinke. za autorizaciju na VPN konekciji !!!

Potrebni podaci Vam se nalaze u Pristupnom nalogu.

10



mailto:mreza@trezor.gov.rs

YnpaBsa 3a Tpe3op
CekTop 3a MH(OpPMaLMOHE TEXHOOMUjEe VPN za XP,, W7
Mpojekat : NUCMM nnyc Bep3uja 3.0

@ VPN Client | User Authentication for "ISPP™

The server has requested the following information to complete the user

authentication.

cilien]e, Usemame: [
Cisco

Password: |

oK Cancel

slika 3. Forma za unos korisni¢kog imena i lozinke

Kada ste uneli Username | Password iz Pristupnog naloga - kliknite na OK

Ukoliko su svi podaci korektno uneti uspostavlja se veza sa internet ¢vorom i u donjem desnom uglu
ekrana pojavice se ikonica u obliku ,katanca" (slika 4).

YPN Client - Connected

EN @ o LNLER AT

slika 4

Ako je ikonica VPNClient u komandnoj liniji "connected" - u konekciji ste !

Veza se prekida tako sto se na ikonici Cisco VPN klijenta, klikom na “Connect"
pritisne i potvrdi “"Disconnect”

VaZne napomene:

U slucaju problema proveriti (ponovo uneti) da li su svi parametri korektno uneti.
U trenutku kada se uspostavi zasticeni kanal, racunar nije u mogucénosti da komunicira sa
lokalnom mreZom. Nakon prekidanja veze, racunar je ponovo u mogucnosti da komunicira
sa lokalnom mreZom.

v
Aok ok o o o o K K Kk ok ok ok ok ok ok K ok ok ok ok ok ok ok ok k k VA ZNO Aok o o X ok K K ok ko ok ok ok ok ok K Kk Kk ko kK

Korisnici koji su zahtevali Servis 2 — NE MORAJU da rade dalju instalaciju.

Prijavom na adresu: https://ispp.mfin.trezor.rs
mogu da rade sa dodeljenim kredencijalima za - Korisnicku grupu,ime i lozinku

unosom istih u donji prozor
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